NH®OPMALIMOHHAA NAMATKA
OnA ObBYYAIKOLWMXCA ANnA PASMELLEHUA
HA O®ULIMATIbHbIX MHTEPHET-PECYPCAX

C KaxabIM roioM MONoOeXun B MHTEpHETE CTaHOBUTbLCA Oonblle, a LWKONMbHUKN OOHU U3 caMblX
aKTUBHbIX Monb3oBaTenemn PyHeTa. Memp,y TEéM, MOMMMO OrpoMHOro KoJin4yecTtBa BO3MOXHOCTEWN,
MHTEPHET HeceT " ﬂp06ﬂeMbI. OTa namsTKka AomkHa nomoyb Tebe Be3onacHo HaXOAUTLCH B CETU.

KomnbloTepHbie BUPYCbI

KOMMblOTEPHBI  BUPYC - 3TO Pa3HOBMOHOCTb KOMIMBIOTEPHBIX MPOrpamMM, OTIUYMTESIbHOM
0COGEHHOCTLI0 KOTOPOI SIBMSIETCA CMOCOGHOCTE K pasMHOXEHUI0. B fononHeHve k 3ToMy, BUpPYChl MOTYT
NoBpPeaWTb WINW MOSHOCTBI0 YHUYTOXWUTL BCe haiinbl U AaHHble, NOAKOHTPOSbHbIE MOMb3oBaTento, oT
MMEHU KOTOPOro Obina 3anylieHa 3apakeHHas nporpaMma, a Takke MOBPeauTb WK OaXe YHUYTOXWTb
onepaLuvoHHyl0 CUCTEMY CO BCeMM painamu B Lernom. B GonblvHCTBE CriyyaeB pacrnpoCTpaHsTCs
BUPYChl YEPE3 UHTEPHET.

MeToabl 3aWwmThl OT BpeOOHOCHbIX NporpamMmm:

1. Micnonb3yi coBpeMeHHbIe onepaLyoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aLUMTbI OT
BPEOOHOCHbIX Nporpamm;

2. TlocTosiHHO YycTaHaBnMBanW nadvytu (UMpoBble 3annaTky, KOTopble aBTOMaTU4YeCKu
YCTaHaBMNMBAKOTCA C Lenbo opaboTkM nporpamMmbl) U gpyrme OOHOBMEHUS CBOEW OnepauyOHHON
cuctembl. CkaumBam KX TOMbKO C odumumansHoro camta paspabotyuka OC. Ecnu cywectsyeT pexum
aBTOMaTU4YeCKOro 0GHOBMNEHWS, BKIOYM €rO;

3. Pabotan Ha cBoeM KOMNbIOTEPE Mof NpaBamMu Nonb3oBaTend, a He aaMuMHUCTpaTopa. JTO He
Nno3BOJIUT 6OJ'IbLIJI/IHCTBy BPeOOHOCHbIX nporpamMmMm UHCTannMpoBatbCA Ha TBOEM MepCcoHarlbHOM
KOMMbIOTEPE;

4. Wcnonb3yn aHTUBUPYCHble MpOrpaMMHbie MPOAYKTbl M3BECTHLIX NPOU3BOAMTENEN, C
aBTOMaTU4Yeckum obHoBneHnem 6as;

5. OrpaHunyb hnsnyeckunin JOCTyn K KOMMNbIOTEPY AS151 MOCTOPOHHUX JNL;

6. WMcnonb3yn BHELWHWE HOCUTENW WHOPMaLUK, TakMe Kak dnewka, auck unu dann u3
WHTEPHETA, TOMBbKO M3 NPOBEPEHHbBIX MCTOYHMKOB;

7. He oTkpbiBall KOMMNbIOTEPHbLIE (haWnbl, MOMYYEHHbIE U3 HEHaOEeXHbIX MCTOYHWUKOB. [axe Te
dhannbl, KOTOpble Npucnan TBOM 3HAKOMbIN. Jlyylle YyTOUYHN y Hero, oTnpaensAsn nu oH tebe mx.

Cetn WI-FI

Wi-Fi - 3TO He BuA nepenayn OaHHbIX, HE TEXHOMOrMS, a BCcero nuwb 6pena, mapka. Ewe B 1991
rogy HugepnaHackas koMmnanus 3apervctpuposana 6peHg "WECA", yto o6o3Hayano crioBocoyeTaHue
"Wireless Fidelity", koTopbii nepeBoanTcs Kak "decnpoBogHas TOYHOCTb".

[o Hawero BpemeHu gowna gpyrad abbpeBuatypa, KOTopas ABMSETCH TaKOW Xe TEXHOMOrMewn.
OT1o abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6GbIIO OaHO C HAMEKOM Ha CTaHOapT BbICLUEN 3BYKOBOW
TexHukKn Hi-Fi, 4To B nepeBoae o3Ha4aeT "BblCOKast TOYHOCTL".

Ha, OecnnaTHbn WHTEPHET-OOCTYN B Kade, oOTenax u asponopTax sBNAETCA OTIMYHON
BO3MOXHOCTbIO BbIXOA4a B MHTEPHET. HO MHOMMe aKkcnepThl cumTaroT, 4To obwenoctynHele Wi-Fi cetn He
ABNATCA 0e30nacHbIMU.

CoBeTbl No 6e3onacHocTn paboTsl B 0bwenocTynHbix cetax Wi-fi:

1. He nepepgaBaii cBOWO NW4YHYO nHdopmaumio Yyepes obuwenoctynHele Wi-Fi cetu. PaboTtas B Hux,
enaTtenbHO He BBOAWTbL Naponv JOCTYNa, NOrMHbI U Kakne-TO HOMepa;

2. Vcnomb3ym wn OOHOBMSIW aAHTMBUPYCHblE nporpamMmmbl M GpaHamayep. Tem cambiM  Tbl
obesonacuwb cebst OT 3akayky BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ucnonbaosanum Wi-Fi otkntoun dyHkumio "O6Lwmn gocTyn K parnam n npuHtepam”. daHHas
OYHKUMSA 3aKpbiTa MO YMOIYaHMIO, OOHAKO HEKOTOpble MONb30BaTENU aKkTUBUPYKOT ee ans yaobcTea



ncnonb3oBaHus B paboTe Unu yyebe;

4. He ucnone3yin nyonuuHbin WI-FI ons nepegayum nNU4HbIX OaHHBLIX, HanpuMmep Ans Bbixoga B
coumanbHble CeTU UNU B ANEKTPOHHYHO NOYTY;

5. Ncnonb3yi Tonbko 3awymiieHHoe coeguHeHune Yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb6-
agpeca BBoau UMeHHo "https://*;

6. B mobunbHoM TenedgoHe oTknoum dyHkumio "TogkmoveHne k Wi-Fi aBTomatuueckn". He
Jornyckan aBTomaTMy4eckoro nogkrtodeHus yctporctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CouvanbHble CEeTM aKTUBHO BXOAAT B Hally XXW3Hb, MHOrMe nogu paboTalT U XUBYT Tam
nocTosiHHO, a B Facebook yxe sapeructpupoBaH Munnuapg YenoBeK, YTO ABMAeTCA OOHOW ceabMoM
BCeX xuTenel nnadetbl. MHorne nonb3oBaTeny He MOHUMAIOT, YTO MHOPMaLMSA, pa3MellleHHas MU B
coumanbHbIX CETAX, MOXeT BblTb HalldeHa U UCMoNb3oBaHa KeM YrolHo, B TOM YuUCre He 06sa3aTenbHO C
6naruMm HamepeHUaMM.

OcHoBHbIe coBeTbl N0 6e30MacHOCTU B COLMAnbHbIX CETAX:
1. OrpaHunyb cnncok apysen. Y 1ebs B Apy3bsax HE AOMKHO ObITh CyvarHbIX U HE3HAKOMbIX NOAEN;

2. 3awmiank CBOK 4acCTHyK XU3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, gaty TBOEro
POXAEHNSA U OPYIYIO NIUYHYIO MHopMaLmo. 3NOyMbILLNEHHMKM MOTYT UCMOMb30BaTh Aaxe MHOPMAaLMIO
O TOM, KaK Tbl 1 TBOU poanUTENN NNnaHnpyeTe NpoBeCTU KaHUKYIbI;

3. Bawmuwan ceoto penyTaumio - AEPXM ee B YACTOTE M 3agaBan cebe Bonpoc: xoten 6bl Tbl, YTOObI
Apyrve nonb3oBaTenu BuWAenu, 4To Tbl 3arpyxaews? [Mogyman, npexge 4yem 4To-TO onybnukosaTb,
HanucaTb 1 3arpysuTb;

4. Ecnu Tbl roBOpULWLb C JOAbMW, KOTOPbIX HE 3Haellb, He UCMOorb3yl CBOE peanbHoe UMS U
APYTYI0 NINYHYI0 MHADOPMALIMKU: UMS1, MECTO XKMUTENbCTBA, MECTO y4elbbl U NpoYee;

5. WM3beran pasmelueHunss dotorpacuin B WIHTepHeTe, rae Tbl M300paxeH Ha MECTHOCTW, Mo
KOTOPOW MOXHO ONpeaenuTb TBOE MECTOMNONOXKEHWE;

6. lNpu pernctpaumm B couManbHOM CETM HeobXOAMMO WCNONb30BaTh CIOXHbIE Maponu,
cocTosime 13 6yks 1 UMdp U C KONMYECTBOM 3HAKOB HE MeHee 8;

7. ns coumanbHOM ceTu, NoYTbl U APYrMX CanToB HEOOGXOAMMO MCMONbL30BaTb pPasHble Maposiu.
Torga ecnu Tebs1 B3NoMatoT, TO 3MOYMbILIMEHHVKM NOfyYaT AOCTYN TONbKO K O4HOMY MECTY, a He BO BCe
cpasy.

OneKTpPOoHHbIe AeHbIN

ONEeKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIA Cnocob MnaTexen, OAHAKO CYLLUECTBYIOT MOLLEHHWKM,
KOTOpbIEe XOTAT MOMYYUTb 3TN OEHLIU.

ONeKTPOHHbIE AEeHbIV MOSIBUNMUCH COBCEM HEAABHO M MMEHHO M3-3a 3TOro BO MHOMMX FOCy4apcTBax
[0 CUX NMOp He NPOMMCaHO NPO HMX B 3aKOHaXx.

B Poccuun xe oHM (DYHKLMOHUPYIOT U O HUX YXKe MpOnuMcaHo B 3aKOoHe, rae UX pasgendtT Ha
HECKOJNbKO BMAOB - aHOHUMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX
paspellaeTcsas nNpoBOAWUTbL onepauMm 0e3 uaeHTUudmkauum nonb3oBaTensd, a B  HEAHOHUMHbIX
noeHTudrkaumns nonb3oBartens aBnseTcs 00si3aTenbHON.

Takke cnegyeT pasnuyaTtb 351eKTPOHHbIE (maTHble AeHbrM (paBHbI FOCYAAPCTBEHHBIM BasoTam) 1
9MEeKTPOHHbIE HedUaTHbIE AeHbIM (HE paBHbI FOCYAAPCTBEHHBLIM BanoTam).

OcHoBHbIe coBeTbl N0 6e3onacHom pa60Te C 9NEeKTPOHHbIMN OEHbramMu:

1. NpmBSXM K cHETY MOOUIbHBIN TeNnedoH. ITO cambiit YOOOHbIN 1 BbICTPLIA CNOCOO6 BOCCTAHOBUTL
gocTtyn K cyeTy. [NpuBsisaHHbIN TenedoH MOMOXET, ecnu 3abyfdellb CBOW NNATEXHbIA Napofb Wnu
3aniellb Ha caniT C He3HaKOMOro YCTPOWUCTBA;



2. Vicnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha yCUNEHHy aBTopusauuto Tebe yxe He
OyaeT yrpoxaTtb ONacHOCTb KpaXKu Uinn nepexearta NnaTteXxHoro napons;

3. Bbibepu cnoxHbii naponb. [NpectynHukam OygeTr He MNpPOCTO yragaTb CIOXHbIA Napornb.
HapgexHble naponu - 370 naponu, KoTopble cogepxaT He MeHee 8 3HaKoB M BKINOYaloT B cebsi CTPOYHbIe
U nponucHble OykBbl, UM(PbI U HECKOMNbKO CUMBOMOB, TakMe Kak 3HaK fJonnapa, d¢yHTa,
BOCKNULATENbHbIN 3HaK 1 T.N. Hanpumep, $tRONg!;;

4. He BBOAU CBOU NMMYHbIe AaHHblE Ha CaVITaX, KOTOpPbIM HE OBEepAeLlb.
OnekTpoHHas noyTta

3J'IGKTpOHHaF| no4vyta - 3TO TexXHomnorma wun npenocraBldemMble €0 yCrnyrm no nepecblyike wu
NONy4YeHU0 3NEKTPOHHbIX COOﬁLIJ.eHI/lI;I, KOTOpblE pacnpenendarTca B KOMFIbPOTepHOIZ cetn. OBbIYHO
SJ'IeKTpOHHbIﬁ NOYTOBLIA SAWMK BbIMSAUT cnegyrowmm o6pa30M: I/IMFl_I'IOJ'Ib3OBaTeJ'IF|@I/IMF|_,D,OMeHa.
Takke KpoMe nepenadu npocToro Tekcta, nMmeeTcd BO3SMOXHOCTb nepeaaBsaTb d.)aﬁﬂbl.

OcHoBHble coBeTbl N0 6e3onacHom paboTe C AMEeKTPOHHON NOYTON:

1. Hapo BbiOpaTb npaBunbHbIA MOYTOBBIN CepBUC. B uHTEepHeTe eCcTb OrpoOMHbIN  BblIGOP
6GecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO MyYlle AOBEPSATb TEM, KOro 3HaeLlb U KTO NEPBbIV B PEATUHTE;

2. He ykasbiBan B nWYHOW MoYTe nUYHYO UWHopmauuo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHaTt@" unu "pok2013" BmecTo "Tema13";

3. Vcnonb3yn OByxaTanHylo aBToOpu3auMio. OTO Korga MOMMMO Napons HYyXHO BBOAWUTbL Kop,
npucbinaemoii no SMS;

4. BbiGepn CNoxHbIA Naponb. [Ons Kaxaoro novToBOro SlMKa OOMKEH OblTb CBOWM HaAEeXHbIN,
YCTONYMBBIV K B3NIOMY Maporib;

5. Ecnun ecTb BO3MOXHOCTb HanmMcatb CaMOMY CBOW JIMYHbIA BONPOC, MCMNOSb3yN 3TY BO3MOXHOCTb;

6. Mcnonb3yin HECKONbKO MOYTOBLIX SAWMKOB. [lepBbii ANA 4YacTHOW Mepennckn C agpecatamu,
KOTOpbIM Tbl JOBepsiellb. JTO 3MEKTPOHHbIA adpec He Hago WCMonb3oBaTb MPUM perncTpaumMn Ha
dopymax u cantax;

7. He oTkpbiBan hannbl 1 Apyrue BNOXeHUA B MMCbMax, AaKe €Crnv OHW NPULLNK OT TBOUX OpPY3€en.
Jlyywe yTouHM y HUX, OTNPaBASN N OHM Tebe 3T dhannsbl;

8. lNocne okoH4YaHMA paboTbl HA NOYTOBOM CepBUCE Mepen 3aKkpbiTMEM BKMagkM C CanToM He
3abyab HaxaTtb Ha "Bbintn".

KMGepGyﬂﬂMHI‘ wnu BupTyarnibHoe nsgeBaTtenbCcTBO

KnbepbynnuHr - npecrnegoBaHue CoOOOLLEHUsIMK, COAepXalumu OCKOpOneHns, arpeccuio,
3anyrmBaHue; XynMraHcTBO; coumnanbHoe GOMKOTMPOBaHNE C MOMOLLIbIO Pa3fUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNOEepPOYNIMHIOM:

1. He 6pocawics B 6on. Jlydwmin cnocob: nocoBeToBaThCS Kak cebst BECTU U, €CNN HET TOro, K KOMY
MOXHO 00paTuUTbCH, TO BHayane ycrnokouTbcs. Ecnv Tl HayHewb OTBeYaTb OCKOPOGNEHUsSMU Ha
0OCKOpOBeHMs1, TO TOMbKO eLle OonblLue pasoxokellb KOHIUKT;

2. YnpaBnsn cBoen kubeppenyTtaumen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLI,GCTBy}OT €nocobbl BbIICHUTb, KTO CTOUT 3a aHOHUMHbIM
AKKayHTOM;

4. He cTOMT BECTM XynuraHckuii obpas BMpPTyanbHOW XW3HW. VIHTepHeT ¢uKcupyeT Bce TBOM
OEVNCTBUS U COXPAHSIET UX. YOanuTb ux bygeT kpavHe 3aTpyaHUTENbHO;

5. CoGniogaii cBo BMpPTYarbHYO YECTb CMOMOAY;

6. WrHopupyit eauHW4HbIi HeratwuB. OpHOpa3oBble OCKOPOUTENbHbIE COOGLUEHMS fydlle
urHopupoBaTb. OBbIYHO arpeccusi NpekpallaeTcs Ha HayanbHON cTaguu;



7. bBaH arpeccopa. B nporpaMmmMax oOMeHa MrHOBEHHbIMW COODLLEHUSMU, B COLManbHbIX CETAX
€CTb BO3MOXHOCTb 6J'IOKVIpOBKVI oTnpaBKu cooOLLeHnn ¢ onpeneneHHbIX anpecos;

8. Ecnu Tbl cBuaeTenb Kl/|6ep6ynn|/|Hra. TBou OEnCTBUS: BbICTYNMUTb MPOTUB MpecrnenoBarternAd,
nokasaTb €My, 4TO €ero DENCTBMST OLEHUBAOTCA HEraTuBHO, noggepxatb XepTay, KOTOpOIZ HY>XHa
ncuxornormuyeckasi NoMoLLb, COOBLLNTb B3pPOCIbIM O ('.baKTe arpeccmBHOro noBegeHmnda B CETU.

Mo6unbHbIN TenedoH

COBpeMeHHbIe CMapTd)OHbI M NnaHWweTbl coaepiaTt B cebe BronHe B3pOCJ'IbII7I q3yHKLI,I/IOHaJ'I, n
Tenepb OHUM MOryT KOHKypupoBaTb CO CTaUMOHapPHbIMU KOMMbOTEPAMMW. OpaHako, cpencTte 3auTbl ana
NoAobOHbIX yCTpOIZCTB NOoKa O4YeHb Maro. TeCTI/IPOBaHI/Ie M Nounck yFl3BI/IMOCTeIZ B HUX MPOUCXoOuUT He TaK
WMHTEHCUBHO, Kak ans MK, To e caMmoe kacaeTcst U MOOMIbHbIX I'Ipl/lJ'IO)KGHI/IVI.

COBpeMeHHbIe MOOUMbHbIE 6paysepb| YXe NnpakTudeckn agorHanu HacTolbHble aHanorun, oaHako
pacwunpeHune q.)yHKLIMOHaJ'Ia BrieyeT 3a cobon 6OJ'II:LLIyPO CNOXXHOCTb U MEHbLUYH 3allULLEeHHOCTb.

[aneko He Bce NPOV3BOAUTENM BbINyckaloT OGHOBMNEHWS, 3aKpbiBalOLLMe KpUTUYECKUE YSI3BUMOCTM
ANs CBOUX YCTPOMCTB.

OcHoBHble CcOBETHI A1 ©e30nacHOCTN MOBUITBHOIO TeJ'IeCt)OHaZ

Huyero He saBnsetcs no-Hactosiwemy 6GecnnatHeiM. Byab ocTopoxeH, Beab korga Tebe
npegnaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakne-To niiaTHbIe YCryru;

Oyman, npexge yem otnpasutb SMS, doto mnu Buaeo. Tbl TOYHO 3Haelb, rae oHu ByayT B
KOHEeYHOM utore?

Heobxoammo o6HOBMSATL ONEPaLMOHHYIO CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yn aHTMBUPYCHbIE NporpamMmMbl AN MOGUNbHbLIX TeNedOHOB;

He 3arpyxait npunoXxeHus oT HEM3BECTHOINO UCTOYHUKA, BEAb OHWM MOTYT codepXaTb BPeAOHOCHOE
nporpaMMHoe obecneyeHue;

[Mocne Toro kak Tbl Bbl4EWb C CanTa, rae BBOOWI JIMYHYIO MHGOpMaLUo, 3anan B HaCTPOMKM
Opaysepa u yaanu cookies;

Mepuoamnyeckn nposepsiii, Kakne nraTHble YCIyrM akTUBUPOBaHbl HA TBOEM HOMEPE;

[aBain cBon Homep MOOWUNBbHOrO TenedgoHa TOMbKO MAAM, KOTOPbIX Tbl 3HaelWb M KOMY
OoBepsieLb;

Bluetooth gomxkeH 6bITb BbIKMIOYEH, KOrga Tbl UM He Nofnb3yellbcs. He 3abbiBan nHorga npoBepsitb
aTo.

Online urpbl

CoBpeMeHHble OHMaKlH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBalOLUMe pasBrieyeHus, obobeauHsoLLe
COTHM ThbICSAY YEenoBeK Mo BCeMy Mupy. MIrpoku nccreayoT AaHHbIM MM Mup, oblwarTcs Apyr ¢ ApYroMm,
BbIMOMHAOT 33faHus, CPaXKalTCA C MOHCTPaMM W Mony4YaloT onbiT. 3a YAOBOSIbCTBME OHWU NNaTAT:
MoKynarT AUCK, OMnfavynBaloT aboHEMEHT UK NprMoBpeTatoT Kakne-To onuum.

Bce aTM cpeactBa vayT Ha noadepaHue M pasBUTME Urpbl, a Takke Ha camy Ges3omnacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPWU3aLMK, BbIMyCKAOTCA HOBble MaTyu (UMdpoBble 3annatku ans
nporpaMm), 3aKpbIBalTCA YA3BUMOCTU CEPBEPOB.

B nogoGHbIX Mrpax CTOMT onacaTbCs He CTOMbKO CBOWX COMEPHMKOB, CKOJIbKO KpaXku TBOEro
naponsi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpM3aLmM BONbLLUMHCTBA UIp.

OcHoBHbIe coBeThbl N0 6e30MacHOCTM TBOEMO MrpoBOro akKkayHTa:

1. Ecnv apyroit urpok BedeT cebs nroxo wunu cosgaeT Tebe HenpuATHOCTU, 3abroKUpyin ero B
CMNUCKEe UMPOKOB;

2. I"Io>|<any17|c;| agMUHUCTpaTopaM Wrpbl Ha nMJIOX0€ noBedeHne 3TOro Urpoka, XerarteribHO



NPUMOXNTb Kakne-To AokasaTenbCTBa B BUAE CKPUHOB,;
3. He ykasbiBan nu4yHyo nHopmarmio B npodanne urphbl;
4. YBaxan Apyrux y4acTHUKOB MO Urpe;
5. He yctaHaBnueai HeouumnansHble NaTtin n moapl;
6. Vicnonb3yi cnoxHble 1 pasHble naponu;

7. Daxe BO BpeMA Urpbl He CTOUT OTKNK4YaTb aHTUBUPYC. MNoka Tbl urpaeulb, TBOW KOMMNbOTEP
MOryT 3apa3unTb.

PULIKHT Unu KpaXxa NMUYHbIX AaHHbIX

OObIYHOM Kpakel AOeHer M OOKYMEHTOB CErofHsi YK€ HMKOro He yOuBMLIb, HO C pasBUTMEM
WHTEPHET-TEXHONOMIA 3MOYMbILUIIEHHUKN NEePEMECTUNIUCL B WHTEPHET, W MNPOAOIHKaKT 3aHMMaTbCs
"NMobuMbIM" Aenom.

Tak nosiBunacb HoBas yrposa: MHTEepPHEeT-MOLUEHHUYecTBa Unu (PULIKHSL, rMaBHas LUenb KOTOPOoro
COCTOUT B MOMyYeHUU KOH(pMOeHUManbHbIX AaHHbIX Monb3oBaTenen - fOrMHOB M naponen. Ha
aHrnuinckom asblke phishing yvtaetcs kak dpuwumHr (ot fishing - peibHasa noens, password - napornb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLMHIOM:

1. Cnegmn 3a cBoMM akkayHTOM. Ecnn Tbl nogospesaellb, YTO TBOS aHkeTa Obina B3roMaHa, To
Heobxoammo 3abnokMpoBaTh ee N CoobLLNTL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpeE;

2. Ncnonb3yn 6e3onacHble BeG-caliThbl, B TOM YMCIE, MHTEPHET-MarasnHOB U NMONCKOBbLIX CUCTEM;

3. Wcnonb3yn crnoxHble W pasHble naponu. Takum obpasom, ecnv Tebs B3nomarT, TO
3I10YMBbILUMIEHHMKM NOMyYaT AOCTYN TOMBbKO K OAHOMY TBOEMY MPOoduso B CETU, @ HE KO BCEM;

4. Ecnun T1ebsa B3nomann, TO HeOOGXOAMMO MpeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpbIE
nobaeneHbl y Tebs B Ogpy3bsix, O TOM, 4yTo Tebsa B3nomManu M, BO3MOXHO, OT TBOEro mMmenun byaet
paccbinaTbCs cnam 1 CCbINky Ha OULLIMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTknto4M coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannbl 1 apyrue BNOXeHUA B NMMCbMax, AaKe €Crnv OHW NPULLNK OT TBOUX OpY3€en.
Jlyyie yTouHM y HUX, OTNPaBASN N OHW Tebe 3Tn dannbl.

LUundposas penyTtaumus

LindpoBaa penytauuss - 37O HeratMBHas WU MNO3MTMBHAs WHdopmauuss B cetm o Tebe.
KomnpomeTtupytowaa uHdopmMauusi, pasMelleHHass B WHTEepPHETe, MOXET Ccepbe3HbiM 0b6pa3om
OTpasnTbCA Ha TBOeW peanbHoW >Xu3HW. "Lndposas penytauna" - 3TO TBOM UMWUOXK, KOTOPbIV
dopmupyeTcsa us nHpopmauum o Tebe B UHTEPHETE.

TBoe MecTO XuTenbcTBa, y4yebbl, TBOe (pMHAHCOBOE MONOXeHMe, OCOBEeHHOCTM XapakTepa W
paccka3sbl 0 6IM3KUX - BCE 3TO HaKannnBaeTcs B CETU.

MHorve nogpoCcTkU NErKOMbICIIEHHO OTHOCATCA K NyGrvkauum nuyHom nHgopmaumm B MiHTepHeTe,
He NoHMMasa BO3MOXHbIX NOCrneacTBuiA. Thl gae He CMOXellb AoragatbCs O TOM, 4TO dhoTorpadus,
pasMeLleHHas 5 neT Hasag, cTana NPUYUHON oTkasa NpuHATL Tebsa Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoux potorpadpuin U apyrme OencTBUA MOTYT HE UCHE3HYTb Aaxe
nocne TOro, Kak Tbl UX yAanuvib. Tbl HE 3HaeLWb, KTO COXpaHWm 3Ty uHopmMauuo, nonana nm oHa B
MOVCKOBbIE CUCTEMbI U COXpaHMIacb NN OHa, a FMaBHOE: YTO nogyMaloT o Tebe okpyxarwue nau,
KOTOpble HanayT W yBUAAT 3T0. Hantn nHopmaumio MHOro neTt cnycTa CMOXET Jtobon - kak 13 Jobpbix
nodyXaeHun, Tak N C HaMEpPEHEM NPUYNHUTE Bpen,. OTO MOXET ObITb KTO YrogHo.

OcHOBHbIE COBETHI MO 3aLMTe LI,VICprBOVI penyTauuu:



1. Moaymaii, Npexae Yem 4YTO-TO Ny6nMKoBaTb M NepedaBaTb y cebs B Griore unu B coumanbHow
ceTu;

2. B HacTponkax npoduns ycTaHOBW OrpaHU4eHUst Ha MPOCMOTP TBOEro npoduna u ero
coAepXnmoro, caenar ero Tonbko "Ansa apysen”;

3. He pasmewan n He ykasbiBall MHoOpMauulo, koTopas MOXeT Koro-nnbo ockopbnsats unu
obuxaTb.

ABTOpCKOE npaBo

COBpeMeHHbIe LWKOJTbHUKN - aKTUBHbI€ MOonb3oBaTenn Lll/ld)pOBOFO NpoCTpaHCcTBa. OpHako faneko
He BCe 3HaloT, YTO Nnosib3oBaHMe MHOMrMMMN BO3MOXHOCTAMU Ll,I/IdeOBOFO Mupa Tpe6yeT cobnoaeHns npas
Ha MHTEeNNeKTyanbHYylo COOCTBEHHOCTb.

TepMMH |'l/‘lHTeJ'IJ'IeKTyaJ'IbHaﬂ CODOCTBEHHOCTL" OTHOCUTCSA K pa3nnyHbIM TBOPEHUAM 4YernoBevYeCckoro
yMma, Ha4ynHaaA C HOBbIX I/1306peTeHMl71 N 3HaAKOB, o6o3Haqa+ou.|,|/1x cobCTBEHHOCTb Ha NpPoOAYKTbI N yCnyrun, n
3aKaH4nBaa KHUramu, q.)OTOFpaCbMﬂMM, KMHOCt)I/IJ'IbMaMI/I N My3blKallbHbIMU NMpoun3BeeHUAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNEeKTyanbHYl COOCTBEHHOCTb Ha MPOW3BEAEHUS HayKW,
nutepatypbl U UcKyccTBa. ABTOpPCKME TMpaBa BbICTYNalwT B KayecTBe rapaHTuM TOro, u4TO
WHTENNEKTyanbHbIA/TBOPYECKUA TPyA aBTopa He OyaeTr HanpacHbiM, AdacT emy crnpaBennuBble
BO3MOXHOCTK 3apaboTaTb Ha pesynbTatax CBOEro Tpyga, nonyvymTb M3BECTHOCTb U NpusHaHue. Hukto
6e3 paspelLeHNss aBTopa He MOXET BOCMPOU3BOAUTbL €ro npousBedeHue, pacnpocTpaHATb, nybnuyHo
OeMOHCTpupoBaTb, Npodasatb, WMMNOPTUPOBATb, MyckaTb B  MpokaT, NyGrM4HO  MCNOMHATb,
NnokKasblBaTb/UCMNONHATL B 3hupe unm pasmellatb B MIHTepHeTe.

Vicnonb3oBaHue "nupaTckoro” nporpamMmmHoOro obecneyvyeHnst MoXeT NPUBECTU K MHOTUM puUcKam: OT
noTepu AaHHbIX K TBOMM akkayHTam [0 OGnoKMpOBKM TBOEro YCTPOWMCTBA, rae YCTaHOBMNeHa HeneranbHas
nporpamma. He cTouT Takke 3abbiBaTb, YTO CyLIECTBYIOT rneranbHble M GecrnnartHble Mporpammel,
KOTOPbIE MOXHO HanTn B CETW.

O noprtane

CeTeBUYOK.pd - TBOW MaBHbIN COBETYMK B CETU. 30€Cb Thl MOXELUb Y3HaTb O 6€30MacHOCTM B CETU
MOHATHBIM W AOCTYMHBIM S3bIKOM, @ NPY BO3HUKHOBEHUM KPUTUYECKOW CUTYaLMn 06paTuUTbC 3a COBETOM.
A Takke NPUHATb y4acThe B KOHKYpcax U cTaTb CaMbiM LIMPPOBLIM rpaxxgaHnHoMm!
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